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Controlled Unclassified 
Information 

Supports federal missions 
and business functions… 

 
 

            …that affect the economic and 
national security interests of the 
United States. 
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  Federal contractors. 
  State, local, and tribal governments. 
  Colleges and universities. 
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The Order — 
  Established a governmentwide Controlled Unclassified Information 

(CUI) Program to standardize the way the Executive branch 
handles unclassified information that requires protection. 

  Designated the National Archives and Records Administration 
(NARA) as the Executive Agent to implement the CUI program. 

Only information that requires safeguarding or dissemination controls 
pursuant to federal law, regulation, or governmentwide policy may be 
designated as CUI. 
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  Online repository for information, guidance, policy, and requirements 
on handling CUI, including issuances by the CUI Executive Agent. 

  Identifies approved CUI categories and subcategories (with 
descriptions of each) and the basis for controls. 

  Sets out procedures for the use of CUI, including but not limited to 
marking, safeguarding, transporting, disseminating, re-using, and 
disposing of the information. 
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  Federal CUI rule (32 CFR Part 2002) to establish the required 

controls and markings for CUI governmentwide. 

  NIST Special Publication 800-171 to define security requirements 
for protecting CUI in nonfederal information systems and 
organizations. 

  Federal Acquisition Regulation (FAR) clause to apply the 
requirements of the federal CUI rule and NIST Special Publication 
800-171 to contractors. 
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  To provide federal agencies with recommended 
requirements for protecting the confidentiality of CUI — 
  When the CUI is resident in nonfederal information systems and 

organizations. 
  Where the CUI does not have specific safeguarding requirements 

prescribed by the authorizing law, regulation, or governmentwide 
policy for the CUI category or subcategory listed in the CUI Registry. 

  When the information systems where the CUI resides are not 
operated by organizations on behalf of the federal government. 
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  CUI requirements apply only to components of nonfederal 
information systems that process, store, or transmit CUI, or 
provide security protection for such components. 
  The requirements are intended for use by federal agencies in 

contractual vehicles or other agreements established between 
those agencies and nonfederal organizations. 



NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY 16 

Individuals with — 
  System development life cycle responsibilities. 

  Program managers, information owners, mission/business owners. 

  Acquisition or procurement responsibilities. 
  Contracting officers, COTRs. 

  Information security or risk management responsibilities. 
  Authorizing officials, CIOs, CISOs, system owners/security managers. 

  Security assessment and monitoring responsibilities. 
  Auditors, system evaluators, assessors, independent verifiers and validators. 
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  Statutory and regulatory requirements for the protection of CUI 
are consistent, whether such information resides in federal 
information systems or nonfederal information systems. 
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  Safeguards implemented to protect CUI are consistent in both 
federal and nonfederal information systems and organizations. 
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  The confidentiality impact value for CUI is no lower than 
moderate in accordance with FIPS Publication 199. 
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Nonfederal Organizations — 
  Have information technology infrastructures in place. 

  Are not developing or acquiring systems specifically for the purpose of processing, 
storing, or transmitting CUI. 

  Have safeguarding measures in place to protect their information. 
  May also be sufficient to satisfy the CUI requirements. 

  May not have the necessary organizational structure or resources to 
satisfy every CUI security requirement. 
  Can implement alternative, but equally effective, security measures. 

  Can implement a variety of potential security solutions. 
  Directly or through the use of managed services. 
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  Uniquely federal (i.e., primarily the responsibility of the federal 
government). 

  Not directly related to protecting the confidentiality of CUI. 
  Expected to be routinely satisfied by nonfederal organizations 

without specification. 
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  Access Control. 
  Audit and Accountability. 

  Awareness and Training. 
  Configuration Management. 

  Identification and Authentication. 
  Incident Response. 

  Maintenance. 
  Media Protection. 

  Physical Protection. 
  Personnel Security. 

  Risk Assessment. 
  Security Assessment. 

  System and Communications Protection 
  System and Information Integrity. 

 

Obtained from FIPS 200 and 
NIST Special Publication 800-53. 
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  Security requirements have a well-defined structure 
that consists of the following components: 
  Basic security requirements section. 
  Derived security requirements section. 
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  Until the formal process of establishing a single FAR clause 
takes place, the CUI security requirements in NIST Special 
Publication 800-171 may be referenced in federal contracts 
consistent with federal law and regulatory requirements. 
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